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December l&2001 

Dockets Management Branch (HFA-305) 
Food and Drug Administration 
5630 Fishers Lane, Room 1060 
Kockville, MD 20852 

Re: Docket No. 0 1543 1: Draft Guidance for Industry; Electronic Records; 
Electronic Signatures, Glossary of Terms; Availability 

Dear Sir or Madam: 

I am writing on behalf of the AdvaMed Part 11 Issue Working Group, which represents a 
cross-section of our member companies affected by the rule. AdvaMed, the Advanced 

1 Technology Association, (formerly the Health Industry manufacturers 
tion) represents more than 800 innovators and manufacturers of medical devices, 

diagnostic products and medical information systems. Our membe produce nearly 90 
percent of the $68 billion health care technology products consum annually in the 
United States, and nearly 50 percent of $159 billion purchased around the world 
annually. 

We have reviewed the subject document in detail and have developed a number of 
comments, both general and specific. The general comments are addressed below, and 

ecific comments are contained in the attached table. 

We believe that this document should be withdrawn. Further development of the 
document will require both Agency and industry resources far eyond its potential value. 
In fact, we believe that its publication could create more confusion than clarification. 

It is our understanding that the purpose of guidance is to clarify to Agency and industry 
personnel the Agency’s expectations regarding appropriate co liance with a rule. Thus, 
guidance is meant to increase understanding and simplify compliance. We do not think 
that collecting relevant definitions into a document separate from the document providing 
the substantive guidance is useful. It forces a novice to use at least two documents at 

ation to patient care worldwide 
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once to develop functional understanding of how to comply. Many people will find this 
confbsing rather than helpful. 

We hope that our comments prove useful. Please contact me with any questions regarding 
these comments. 

Director 
Technology and Affairs 



Note: In our General Comment, we recommend that this document be withdrawn. 
The comments in this table assume that the document will be ~ubl~sh~d~ 
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Section 

General 

Paragraph 
Figure/ Table 

Line No. 

New 

New 

Proposed Change 

Delete definitions for which the Part 11 Final Rule 
already provides a definition within section 11.3 
Definitions. 

Repudiate (11.10) - for a persan to claim that an 
electronic signature as not his or her own, or that the 
signed record had been altered. (Preamble ##62) 

Nonrepudiation (Preambte #63) - To prevent 
someone from successfully claiming that: 
(1) He or she did NOT, in fact, sign the record; 
(2) A given electronic record containing the 
individual’s signature was NOT, in fact, the record 
that the person signed; or 
(3) The originally signed electronic record had been 
altered after having been signed. (Preamble ##63) 

Audit trail (11.10) - (ISO) Data in the form of a 
logical path linking a sequence of events, used to 
trace the transactions that have affected the contents 
of a record. (2) A chronologicaf record of system 
activities that is sufficient to enable the 
reconstruction, reviews and examination of the 
sequence of environments and activities surrounding 
or leading to each event in the path of a transaction 
from its inception to output of final resuits. 

Comment/ Rationafe 

Terms that are defined within the Final Rule are already adequately 
defined and directly accessible. The rationale for a subsequent 
Guidance is to provide definitions for terms not otherwise covered 
within a predicate rule or for which the predicate rules of the various 
FDA centers provide differing, potentially conflicting, definitions. 
In addition, having to go to yet another document to determine the 
usage of a tern is contrary to the goal of guidance. We already have 
a general glossary, and it should be added to as needed. Putting the 
specific terms in the guidance where they are discussed will simplify 
usaae. 
A glossary should also explain words used in the regulation, the 
preamble or Part 11 training. The terms below are words used that 
are not commonly used or have a specific meaning for Part 11. By 
each term, its location in the rule or preamble is identified by Part 11 
section number. After each definition, the contributing souroe from 

A glossary should also explain words used in the regulation, the 
preamble or Part 11 training. The terms below are words used that 
are not commonly used or have a specific meaning for Part 11. By 
each term, its location in the rule or preamble is identified by Part 11 
section number. After each definition, the contributing source from 
the Part 11 Final Rule preamble discussion is identified. 

A glossary should also explain words used in the regulation, the 
preamble or Part 1 I training. The terms below are words used that 
are not commonly used or have a specific meaning for Par2 11 m  By 
each term, its location in the rule or preamble is identified by Part 11 
section number. After each definition, the contributing source from 
the Part 14 Final Rule preamble discussion is identified. 
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Commenter 

AdvaMed 
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Section Paragraph 
Figure/ Table 

Line No. 
New -- 

New 

Proposed Change 

Add the definition of “Computer System” from the 
existing FDA guidance on Computer and Software 
Terms: 

Computer System - (ANSI) a functional unit, 
consisting of one or more computers and associated 
peripheral input and output devices, and associated 
software, that uses common storage for all or part of 
a program and also for ail or part of the data 
necessary for the execution of the program; executes 
user-written or user-designated programs; performs 
user-designated data manipulation, including 
arithmetic operations and logic operations; and that 
can execute programs that modify themselves during 
their execution. A computer may be a stand-alone 
unit or may consist of several interconnected units. 
Contemporaneously executed (11.200) - to execute 
a signing at the same time as when an event takes 
place. For example a check is signed at the same 
time when the payee, amount and date are written on 
the check. If check is signed without filling in the rest 
of the information, you have a blank check! (No 

I Date 
I 

Document 
12/19/2001 EIossary of Terms Draft I 

Commenti Rationale 

Complet6ness 

A glossary should also explain words used in the regulation, the 
preamble or Part 11 training. The terms below are words used that 
are not commonly used or have a specific meaning for Part 11. By 
each term, its location in the rule or preamble is identified by Part 11 
section number. After each definition, the contributing source from 
the Part 11 Final Rule preamble discussion is identified. 

AdvaMed New Controiled system access (11.200) - (access 
session or logged-on period) (I) Requiring an 
individual to remain in close proximity to the 
workstation throughout the signing session; (2) use of 
automatic inactivity disconnect measures that would 
“de-log” the first individual if no entries or actions 
were taken within a fixed short timeframe; and (3) 
requiring that the single component needed for 
subsequent signings be known to, and usable only 
by, the authorized individual. (Preamble #I 24) 

A glossary should also explain words used in the regulation, the 
preamble or Part 11 training. The terms below are words used that 
are not commonly used or have a specific meaning for Part 11. By 
each term, its location in the rule or preamble is identified by Part 11 
section number. After each definition, the contributing source from 
the Part 11 Final Rule preamble discussion is identified. 
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Commenter 

AdvaMed 

AdvaMed 

AdvaMed 

Section Paragraph 
Figure/ Table 

Line No, 
New 

New 

Proposed Change 

Add the Coalition remarks differentiating between 
Data Records and Document Records. 

Electronic Identification - An “electronic 
identification” is a person’s name or ID number that 
can be entered by anyone. Where FDA regulations 
do not require a record to include a signature, system 
requirements may be written to specify an “electronic 
identification’* in lieu of specifying a an electronic 
signature. The electronic identification is not intended 
to be an electronic signature and therefore PART 11 
requirements for electronic signature would not apply. 
For example, if a calibration technician notified an 
engineer of an out-of-spec condition of a calibration 
tool, the technician could record the identity of the 
engineer who received the notification in the 
calibration record. [DOCKET NO. 92N-0251] ER/ES 
Proposed Rule Ill. DEFINlTIONS/STRATIFlED 
AC&ZPTANCE APPROACH 
Electronic Typewriter Exception - An allowance 
described in comment #22 of the preamble that limits 
the applicability of Part 11 for computer systems that 
are merely incidental to the creation of paper records 
that are subsequently maintained in traditional paper- 
based systems. In such cases, the computer systems 
would function essentially like manual typewriters or 
pens and any signatures would be traditional 
handwritten signatures” Record storage and retrieval 
would be of the traditional “file cabinet” variety. 
(Preamble tfZ2) 

Comment/ Rationale 

Requirements for these two record types differ significantly. 
Furthermore, the various FDA centers differ in the requirements 
contained in their predicate rules concerning these record types. For 
example, the medical device QSR has separate sections that 
address Records and Document Control. Finally, the approaches to 
3propriate validation vary depending on the record type. 
This term was not used in 21 CFR Part 11 Final Rule. However, the 
concepts have been discussed in Part 11 training, the preamble and 
discussions of previous drafts. 

This term was not used in 21 CFR Part 1 I Final Rule. However, the 
concepts have been discussed in Part 11 training, the preamble and 
discussions of previous drafts. 
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I Date Document 
1211912001 Glossary of Terms Draft 

Commented 

AdvaMed 

- 
AdvaMed 

AdvaMed 

AdvaMed 

AdvaMed 

AdvaMed 

Section Paragraph 
Figure/ Table 

Line No, 
New 

New 

New 

New 

New 

based system where a document is an electronic 
record but the approval of the document is on paper. 
An example of a hybrid system is a document control 
system utilizing electronic storage for records but 
uses a paper change control process with traditional 
handwritten signatures for approval of changes. (Part 

concepts have been discussed in Part II training, the preamble and 
discussions of previous drafts. 

Legacy Systems - Computer systems that were 
being used by an FDA regulated firm for compliance 
with GxP requirements before the enactment of Part 
11 and which therefore may need to be replaced or 

important part of manufacturer’s compliance planning and execution. 
It is an important component of the Part 11 Compliance Policy Guide 
and the Preamble to the Final Rule. 

Metadata - Data about data that can be used to 
establish source, format, context, location, 
authenticity, and similar characteristics of an 
electronic record without being part of the record 
itself. 

Reference the FDA’s Glossary of Computerized 
System and Software Development Terminology, 
August 1995. 

a way that clarifies ex~ctations. 
There is little value in publishing a guidance document that merely 
restates definitions already provided in other documents, such as the 
Part 11 regulation and the Agency’s own glossary of computer 
terminology. That being said, however, given the fact that FDA has 
published their draft glossary of terms for Part 11, they should 
formally acknowledge the full population of terminologies they have 
already endorsed by including the reference to their 1995 glossary of 
terms. When speaking to Part 11, any of these additional terms 
could come into play; particularly when considering the validation 
exoectations embedded within Part 11 reauirements. 

Add.. . persons or systems create, tically generated by the system or 
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Documeni 
12119f2001 Gfossary of Terms Draft I 

s to the user needs without perfor 
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Draft Guidance For Industry - Not For ~~~i~~~~tat~~n 

dance for Industry 

21 CFR Part 11; Electronic ecords; 

Electra ic Signatures 

Glossary of Ter 

is guidance document is being distributed for comment purposes oniy. 

Comments and suggestions regarding this draft document should be submitted within 
90 days of publication in the Federal Register of the notice announcing the availability of 
the draft guidance. Submit comments to Dockets Management Branch (HFA-305), 
Food and Drug Administration, 5630 Fishers Lane, room KBl~ Rockville, 
All comments should be identified with the docket number 000-I 543. 

For questions regarding this draft document contact Paul J. Mot&e, Office of 
Enforcements Office of Regulatory Affairs, 301-827-0383, e-mail: pm~t~se~~ra.fda.g~v~ 

U.S. Department of Wealth and uman Services 
Fsod and Drug Administration 

Office of Regulatory Affairs (ORA) 
Center for Biologics Evaluation and Research (CBER) 

Center for Drug Evaluation and Research (CDER) 
Center for Devices and Radiological Malt 

Center for Food Safety and Applied nutrition ~~F~A~~ 
Center for Veterinary medicine ~~V~~ 

August 2001 



Draft Guidance Fur Industry- Not For lmpieme 

Guidance for I dustry 

21 CF art 1 I; Electronic Records; 

Electronic Signatures 

Glossary of 

Additional copies of t is draft guidance document are available from t 
Enforcement, HFC-200, 5600 Fishers Lane, Ro&vilfe, MD 20857; Internet 
http://~w.fda.g~vforafcclmpliance_ref/~a~~ 1. htm 

US. Department of Health and Human Services 
Food and Drug Administrative 

Office of Regulatory Affairs (ORA) 
Center for Biologics Evaluation and Research ~C~~R~ 

Center for Drug Evaluation and Research (CDER) 
Center for Devices and Rad~~~~g~~al Health (CDRH) 

Center for Food Safety and Applied nutrition (CFSAN) 
Center for Veterinary Medicine (CUM) 

August 2001 

ii 



I 
. 



raft Guidance For Industry- Not Fur ~~p~e~~~tat~~n 

Guidance For Industry’ 

21 CFR Part 11; Electronic Records; Ekctronic Signatures 

G lossary of Terms 

The purpose of this draft guidance is to define terms that will be used in t 

aind Drug Adm~nistratj~~‘s (FDA’s) guidances that describe FDA’s current thinking o 

rinciples and procedures for creating, tidifying, ma~ntaini~g~ archiving, retr~evjng, 

and transmitting electronic records and electronic signatures under the requirements 

art II of Title 21 of the Code of Federal Regulations; Electronic Records; 

Electronic Signatures. It is intended to assist persons who are subject to the rule to 

comply with the regulation. It may also assist FDA staff who apply part 11 to 

who are subject to the regulation. 

’ This draft guidance was prepared under the aegis of the Office of Enforcement by the FDA Part 
11 ~~m~lian~e Committee. The committee is composed of representatives from each center 
~itbi~ the Feud and Drug Admi~istrat~~~~ the Office of Chief Csunsel and the Office of Reg~~at~~ 
Affairs. 



Draft Guidance For ndustry- Not For implementation 

A4 This draft guidance is one of a series of guidances about part 4 1. VVe intend to provide 

15 information with respect to FDA’s current thinning on acceptable ways of meeting part 11 

33 requirements to ensure that electronic records and electronic signatures are tr~~two~~~, 

17 d compatible with FDA’s public health responsibilities. 

18 guidance we define terms that wilf be used throughout other guidances in this 

19 series. 

This draft guidance applies to electronic records and efectronic signatures that persons create, 

modify, maintains archive, retrieve, or transmit under any records or signature requirement set 

in the Federal Food, Drug, and Cosmetic Act (the Act), the Public Health Service Act 

S Act), or any FDA regulation. Any requirements set forth in the Act, the PWS Act, or any 

FDA regulations wit the exception of part I I, are referred to in this document as predicate 

rules. Most predicate rules are contained in Title 21 of the Code of Federal Regulations. In 

general, predicate rules address the research, production, and control of FDA regulated 

articles, and fali into several broad categories. Examples of swh categories include, but are 

not limited to: manufacturing practices, laboratory practices, clinical and pre-clinical researc 

adverse event reporting, product tracking, and pre and post ma~eting submissions and 

reports. 



raft Guidance For Industry- Not For ~rn~f~rng~~a~i~~ 

2.2 Audience 

31 We intend this guidance to provide useful information to: 

32 = Persons subject to part 11; 

33 * Persons responsible for creating, modifying, maintaining, archiving, retr~eving~ or 

34 transmitting electronic records or electronic signatures; 

35 a Persons who develop products or services to enable implementation of 

36 part I I requirements; and, 

37 This draft guidance may also assist FDA staff who apply part I I to persons subject to the 

38 regulation. 

3. Definitions 

39 ~~fini~~~~s drawn from particular references are foliowed by a bracketed number 

40 to identify the reference. A listing of references appears in section 4. 

4-l - Term 

42 iometr~cs 
43 
44 
45 
46 

definition 

A method of verifying an individual’s identity 
based on measurement of the individual~s 
physical feature(s) or repeatable actions where 
those features and/or actions are both unique to 
that individual and measurableJ1 

47 Closed System An envjro~ment in which system access is 
48 controlled by persons who are responsibfe for 
49 the content of electronic records that a 
50 system.[l] 
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Term 

Cc2mputer Systems 
validation 

Digital Signature 

Electronic Record 

~l~~tr~~ic Signature 

handwritten Signature 

(OTS software) 

Definition 

C~nfjrrnat~~n by examination and provision of 
objective evidence that computer system 

ecifications confurm to user needs and 
intended uses, and that alf requirements can be 
consistently fulfilled. 

An efectronic signature based upon 
cryptographic methods of originator 
authentication, computed by using a set of rules 
and a set of parameters such that the identity of 
the signer and the integrity of the data can be 
verified.fYj 

Any combinatian of text, graphics, da 
pictorial, or other information represe 
digital form that is created, modified, 
maintained, archived, retrieved, or distributed 
by a computer system.[l] 

A computer data compilation of any symbol or 
series of symbols executed, adopted, or 
authorized by an individual to be the legally 
binding equivalent of the individual’s 
handwritten signature.11 ] 

The scripted name or legal mark of an individual handwritten 
by that individual and executed or 
adopted with the present intention to 
authenticate a writing in a permanent form. The 
act of signing with a writing or marking 
instrument such as a pen or stylus is p 

pted name or legal mark, while 
ionally applied to paper, may a 

applied to ather devices that capture the name 
or mark.[l] 

A generally available software component for 
which the user can not claim complete software 
life cvcle control. f31 

4 



86 
87 
8% 
89 
90 
91 

92 
93 

94 
95 
96 

97 
98 
99 

400 
404 

4Q7 
40% 
409 

Term Definition 

Open System An environment in which system access is not 
controfled by persons who are responsibfe for 
the content of electronic records that are on the 
system. [I ] 

Person 

Predicate Rule 

raft Guidance For Industry- Not For ~~p~~~~ntati~n 

Includes an individual, partnership, ~~rp~rati~~~ 
and association. [4] 

Requirements set forth in the Act, the PHS Act, 
or any FDA regulation, with the exception of 
part 11. 

Regression Analysis 
And Testing 

A software verification and validation task to 
determine the extent of verification 
and validation analysis and testing that must be 
repeated when changes are made to any 
previously examined software products.[fj] 

Rerunning test cases which a program has 
previously executed correctly in order to detect 
errors spawned by changes or corrections 
made during software development and 
maintenance.[5] 

Reliability The ability of a system er component to perform 
its required functions under stated conditions for 
a specified period of time-[21 
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1 21 CFR Part 11; Section I1 *3, Definitions 
2 American National Standards Institute/The Institute of Electrical and 
Electronics Engineers, Inc (IEEE) Std 610.12-1990, IEEE Standard 
Glossary of Software Engineering Terminology 
3 FDA Center for f3evkes and Radiolugical Health, Gui e on Off- 
tie-Shelf Software Use in Medical Devices, September 9, 1 
4 Federal Food Drug and Cosmetic Act, Chapter I 
5 Food and Drug Administratjun~ Division of Field Investigations, 
Office c>f Regional Operations, Office of Regulatory Affairs, Glossary of 
Computerized System and Software Development Terminology 

art1 1 ~raft~l~ssary-~~stRES.dQc 08/29fZfl 


